Decoding Colorado’s Artificial

Intelligence Act

Businesses developing or using artificial intelligence (Al) systems in
Colorado may be required to assess and disclose the risks of

Jul 15, 2024 Algorithmic Discrimination (as defined) under Colorado’s newly
passed Al Act (the “Act”). The Act creates a rebuttable presumption
Categories: that reasonable care was used if businesses are in compliance with
Publications its specific requirements and any additional requirements
Technology Blog promulgated by the Colorado attorney general. These requirements

Authors: include comprehensive risk management and disclosure obligations
’ that, in some cases, go beyond Algorithmic Discrimination
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protections. In addition, the Act imposes a transparency obligation
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to disclose the use of Al to Colorado residents. Violations of the Act
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- constitute deceptive trade practices and are enforced exclusively
Nagashima by the Colorado attorney general. Colorado Governor Jared Polis
signed the Act into law on May 17, 2024, and businesses are
required to comply with the Act by February 1, 2026.

What Are High-Risk Al Systems, and Does My Al
System Fall Under This Regulation?

The Act focuses its regulatory scope on high-risk Al systems
(“High-Risk Al Systems”) that algorithmically discriminate against
consumers. Algorithmic Discrimination occurs when an Al system
unlawfully disfavors or differentially affects individuals or groups of
individuals of a protected class. High-Risk Al Systems are those that
make or are a substantial factor in making consequential decisions.

Consequential decisions are those that have materially legal or
similarly significant effects on providing or denying, or the cost or
terms of, consumer opportunities in education, employment,
housing, and insurance, as well as financial or lending services,
essential government services, health care services, and legal
services. For example, an Al system that decides who is going to be
hired by a company or that makes a bank’s lending decision for an
individual customer may be considered a High-Risk Al System.
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Additionally, the Act excludes a list of technologies from the
definition of a High-Risk Al system such as web caching, Al-enabled
video games, cybersecurity, databases, spam-and robocall-filtering,
and web hosting.

Is My Business Required to Comply with the Al
Act?

The Act creates two categories of requirements depending on
whether the business is a Developer or Deployer.

Developers

A Developer is any person doing business in Colorado that develops
or intentionally and substantially modifies an Al system. Among
other requirements, Developers are required to disclose reasonably
foreseeable uses and known harmful or inappropriate risks of the
High-Risk Al System to Deployers. In addition, Developers are
required to assist the Deployer by providing necessary information
for Deployers’ compliance obligations, such as high-level summaries
of the types of training data, known or reasonably foreseeable risks
of Algorithmic Discrimination, and the purpose of the Al System.

Deployers

A Deployer is any person doing business in Colorado that deploys a
High-Risk Al System. Deployers are required, among other things, to
maintain a risk-management policy and program that identifies,
documents, and mitigates known or reasonably foreseeable risks of
Algorithmic Discrimination. Requirements for this policy and
program include describing the principles, processes, and personnel
that the Deployer uses to identify, document, and mitigate known or
reasonably foreseeable risks of Algorithmic Discrimination.
Deployers also are required to conduct an impact assessment in
accordance with specific requirements set forth in the Act.

The Act creates an exception for small businesses. If a Deployer has
fewer than 50 full-time employees and does not use their own data
to train the High-Risk Al System, the Act exempts that Deployer
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from the most onerous requirements of the Act. Regardless of this
exception, Deployers are required notify the Colorado attorney
general within 90 days if they discover Algorithmic Discrimination in
their High-Risk Al Systems.

Deployers and Developers

The Act requires both Deployers and Developers to provide a notice
to consumers if the Al system is intended to interact with the
consumer, unless it is obvious that the interaction is with an Al
system.

Deployers and developers are also required to disclose how High-
Risk Al Systems will impact the consumer and how consumers may
challenge the use of Al. This includes providing consumers with
disclosure statements on the nature of the consequential decision,
a plain language description of the High-Risk Al System, its purpose
and decision-making role, instructions on how to access the
detailed risk mitigation documentation, consumers’ access rights,
the right to challenge the consequential decision, and the Deployer
or Developer’s contact information.

Steps Businesses Can Take Now to Prepare for
Upcoming Compliance

Businesses can begin to prepare for compliance by taking the
following steps:

« Determine if the business meets the definition of a Developer
or Deployer under the Act.

« |dentify any Al systems that may be High-Risk Al Systems
subject to the Act.

o Watch for any forthcoming rules from the Colorado attorney
general.

« Work with the business’ legal advisor to create a compliance
checklist from the Act’s requirements that apply to the
business.

« Begin to implement the items on the checklist.
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For questions regarding compliance with the Act, please contact

the authors or any attorney with Frost Brown Todd’s Data Security

and Privacy Team.

Al Legally Speaking

Explore the collection of articles below for more Al-related

coverage and legal analysis.

Managing Data Security and Privacy Risks in Enterprise Al

New Expectations for Al: Governance is Key for Al Success
in Health Care

USPTO Guidance Suggests Two Strategies for Al Inventions

FTC’s New Rule on Consumer Reviews: Ensuring

Compliance with Human- and Al-Generated Content

Investment Management + Al = New Opportunities, Unique
Risks

Al Chatbots, Hallucinations, and Legal Risks

Al and Energy: Network Innovation and Growth

Al and Health Care Providers: Managing the Risks with
Data

Using Generative Al in Manufacturing: Three Key

Considerations

Will Al Destroy the DMCA Copyright Compromise?

Three Steps to Al Success for CEOs

Learn More
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